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1
Decision/action requested

SA3 should send this discussion to RAN2 for further feedback
2
References

3
Rationale

SA3 has received two LSes from RAN2 (R2-1712030, R2-1712031). From these it is clear that RAN2 requires a solution for encryption of binary blobs (octet strings).

How the UE and the encrypting entity receives the keys are out of SA3 scope and left to SA2 as suggested in R2-1712030. 
This leaves SA3 to decide on a solution for encryption of the binary blobs. Additionally, SA3 has agreed that a solution for ciphering broadcast data will use group keys for UEs within each subscription and that protection from attacks such as replay or tampering are not in scope. 

In this contribution placement of parameters used for encryption and the role of subscription levels are discussed.
4
Detailed proposal

4.1
Encryption specific data & key hierarchy
Meta data used for encryption and decryption can be represented at two levels: Per broadcast level and per octet string level.
On a per-broadcast level there are some candidates for additional data, one idea would be to let this data contain key indicators, MACs and nonces for ciphering. Example below:
· KI: One n_ki bit root key indicator

· MAC_Sub#: Per subscription level with data in broadcast: One 32-bit MAC

· NONCE: One 32 bit nonce or random number

On a per-octet string level some additional meta-data can be provided. This could for example be a sub-indicator that allows the UE to know which subscription key to use when decrypting.
· LI: One n_li bit subscription level indicator

NOTE: n_ki and n_li depend on how often keys change and the number of subscription levels
For handling subscriptions, we have two possibilities. Either there is a subscription hierarchy where gold subscribers have access to all data for lower level subscriptions or subscription levels are not connected. In the latter case a UE with multiple subscriptions has to receive decryption keys for each subscription level. This could result in unwanted signalling overhead. In the former case a key hierarchy could be designed where lower level keys are derived from higher level keys. This way gold members could have access to all keys and silver members could have access to the bronze key without having to signal multiple keys.

Note: The use of a key hierarchy means that if any key in the hierarchy is to be changed, all keys in the hierarchy must be updated. 
4.2
Encryption

Encryption could be done similarly to 128-EEA2, i.e., 128-bit AES in CTR mode. The sequence of 128-bit counter blocks needed for CTR mode T1, T2…Ti could be constructed with the inputs NONCE || LI || Assistance data type
Note: It is assumed that only one octet string of each assistance data type and subscription level will be used per broadcast.
Note: There might be need to add additional parameters to T that would bind the encryption to for example which tracking area it is broadcasted in.

The encryption input is the full unsegmented octet string.
4.3
MAC calculation
Mac calculation could be done similarly to 128-EIA2, i.e., 128-bit AES in CMAC mode.
MAC_Sub# described above could be a calculation done over the aggregation of all octet strings of this subscription level. This would save space that is used for MACs while still being verifiable by subscribers of the given level. 

This would mean that M for MAC input is constructed by NONCE || LI || octet string 1 || octet string 2 || …
Note: This implies that all octet strings of a specific subscription level must be accessible to the UE before the UE can use the location data. This might be an issue in case the segmentation of one octet string causes delayed access to another octet string. Another consideration could be to include one 32bit MAC for each octet string.
